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1 Introduction

This deliverable ties the generic methodologies from WP2+3 to the concrete do-
main of engineering processes. We enrich and combine domain-specific ontologies
for organizations, processes and roles, by models for regulations and domain spe-
cific process constraints utilizing recent additions to the Semantic Web Technology
Stack such as the Shapes Constraint Language (SHACL) 1

The results of this WP are tightly bonded to those of WP2 [2, 3]. While [2, 3]
focus on representing and reasoning over business processes using Answer Set
Programming and RAL [5], we will deploy the description language and constraint
modeling techniques from WP2 in concrete domain models.

1.1 Structure of the Document

In the following, we start with discussing various ontology development approaches

in Section 2. More particularly, we give an introduction in METHONTOLOGY in
Section 2.1 and give a brief overview over other related methodologies in Sec-
tion 2.2. We continue in Section 3 with specifying an Ontology Requirements Specifi-
cation Document, and develop a conceptual model structuring domain knowledge
in Section 4. Within this section, we discuss relevant concepts for representing (i)
organizational knowledge (cf. Section 4.1), (ii) business processes (cf. Section 4.2),
and (iii) regulations and compliance rules (cf. Section 4.3). Finally, we conclude

the present document by giving an outlook on future work in Section 5.

2 Ontology Development Approaches

Ontologies have become an important component in many areas including in-
formation retrieval and extraction, knowledge management, and ontology-based data ac-
cess [17]. As a result there exists a variety of different ontology engineering ap-
proaches and ontology development methodologies, all having different advan-
tages and disadvantages, which makes it difficult to choose the most suitable ap-
proach for the problem at hand.

In the present section, we will focus on discussing METHONTOLOGY [10], the
ontology development approach we found to be the most suitable one wrt. our use

cases, in more detail by investigating its underlying workflow and methodology.

! http://www.w3.org/2014/data-shapes/wiki/Main_Page
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We subsequently give a brief overview over other related well-known ontology
development methodologies.

2.1 METHONTOLOGY

We have decided to follow the METHONTOLOGY approach as rough guide-
line for the development of our Engineering Domain Ontology. Primarily due to
METHONTOLOGY's large acceptance in the ontology development community
as well as its elaborate development process.

The METHONTOLOGY approach consists of 10 individual steps that can (but
not necessarily have to) be performed during the development process (cf. Fig-
ure 1).

O—> 1. Planification

(3- Conceptualization)—>(4_ Formalization)—»[& Integration]—»[& Implementation]
A

Y
2. Specification | Ontology |

(Knowledge Acquisition) (Evaluation) (Documentation)

Figure 1 Process of creating an ontology using METHONTOLOGY.

Planification In this very first step, METHONTOLOGY proposes a plan which
describes a potential scheduling of each of the subsequent steps. For our Engi-
neering Domain Ontology we will only consider a subset of those steps.

Specification During Specification, requirements of the ontology that have to be
tulfilled are defined.

Conceptualization In Conceptualization, domain knowledge will be structured in
a conceptual model which describes expected concepts and roles of the final
ontology.

Formalization Using previous defined conceptual model, a formal representation
of that model using ontology languages like OWL is produced.

Integration Whenever applicable, existing ontologies which are able to cover parts
of the application domain shall be reused and integrated into the ontology.
Implementation During Implementation, results of Formalization and Integration are

combined and merged into an ontology.
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Maintenance After the ontology has been released, modification and maintenance
tasks are carried out whenever necessary to ensure the ontology’s usefulness
and usability.

The next three steps shall be performed during the entire development process

and in parallel with previous defined phases.

Knowledge Acquisition As the name suggests, this step mainly covers the acqui-
sition of knowledge about the domain of interest.

Evaluation On the basis of previous defined documents, the ontology is evaluated
throughout the whole development process in order to ensure it is meeting its
requirements.

Documentation After each phase, a document describing its results should be
created.

2.2 Other Ontology Development Methodologies

Methodology by Uschold & King The authors of [21] were one of the first to pro-
pose a skeletal methodology for developing ontologies based on guidelines
and hints reported in related literature such as (i) principles for designing on-
tologies [13], and (ii) evaluation of knowledge sharing technology [12]. Although
the methodology of Uschold & King can be considered to be outdated, its main
steps served as foundation of many other development approaches proposed
in the recent past (e.g. Ontology 101 [16], METHONTOLGY [10]). Uschold &
King’s approach is a quite simple and straight-forward methodology for creat-
ing ontologies. It only consists of few steps to be considered while developing
an ontology and therefore deemed to be suitable for small-scale ontologies and
non-productive ones. Due to the fact that this methodology describes a general
workflow to develop ontologies rather than providing precise tasks that must
be conducted in order to develop an ontology, it is not feasible to use it for
building ontologies which need to be well documented and/or are used in an
highly productive environment.

Unified Process for Ontology Building (UPON) The authors of [6] mapped prin-
ciples of software engineering, more precisely principles of the Unified Pro-
cess [14], to ontology engineering resulting in their proposed approach called
Unified Process for Ontology Building (UPON). The biggest advantage of building
an ontology using UPON is the exhaustiveness of the ontology which should
be built once the development process is finished, based on the fact that it
maps best practices from software development to ontology engineering (i.e.

D4.2-4.4
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Unified Process [14, 15]). Since UPON proposes only an informal guideline for
the ontology development process, it is possible to slightly alter the different
phases or workflows in order to fit the scope of the ontology more precisely. As
the description above might already suggests, there is a huge effort in carrying
out a development of an ontology with the UPON approach. The execution
of various development cycles, each consisting of various phases, iterations
and their underlying workflows leads to a development effort, which is only
feasible when building large-scale knowledge bases.

Ontology 101 In their approach called Ontology 101 [16], the authors describe an
iterative strategy to develop ontologies. They emphasize three fundamental
rules, which can easily be applied to any other ontology building method-
ology and should help to make decisions during the design of the ontology
(paraphrased from [16]):

1. There is no one correct way to model a domain. The best solution almost always
depends on the application that you have in mind and the extensions that you an-

ticipate.
2. Ontology development is necessarily an iterative process.

3. Concepts in the ontology should be close to objects and properties in your domain of
interest. These are most likely to be nouns or verbs in sentences that describe your
domain.

Ontology 101 is probably one of the most prominent representatives of ontology
development approaches and due to its simplicity rather easily understand-
able. Based on that simplicity, it is perfectly suitable for developing small-scale
ontologies which does not need to be thoroughly documented in a fast way.

Like the previous introduced methodology by Uschold & King, it lacks a stan-
dardized procedure the tasks must be performed in order to develop an on-
tology. Which might lead to inconsistent results when integrating ontologies,
created following that approach. Furthermore, it does not enforce the creation
of documentation artifacts in any way.

3 Specification

The first actual step proposed by METHONTOLOGY called Specification imposes
all requirements for the ontology which shall be developed by creating an Ontology

Requirements Specification Document [19].



SHAPE FFG-2014-845638

3.1 Ontology Requirements Specification Document

Name: Engineering Domain Ontology
Purpose: The Engineering Domain Ontology represents a formalization of
domain-specific data such that it can be readily used for querying and
monitoring.
Scope: The present ontology covers three main domains that are relevant for
safetycritical engineering applications, namely:
Business Process Information
Organizational Knowledge & Resource Information
Access Control & Regulatory Information
Implementation Language: The ontology is realized using OWL, RDFS, and
the Shapes Constraint Language (SHACL). The latter is used for specifying
constraints which are not expressible in OWL/RDFS.
Intended Users: Systems and system engineers of the project domain.
Intended Use: The ontology enables the possibility to model:
1. organizations and stakeholders in the engineering domain,
2. engineering tasks & processes and engineering project lifecycles,
3. SIL and other regulatory and legal frameworks for safetycritical appli-
cations that guide such processes.
Ontology Requirements: A comprehensive list of requirements can be found
in the requirements section of Deliverable 4.1.

4 Conceptualization

After specifying the requirements of the to be developed ontology, its concepts,
properties, and individuals are conceptualized in the present section.

4.1 Representing Engineering Domain & Organizational

Knowledge

For representing engineering domain & organizational knowledge, we use parts
of the organizational meta model described in [18] and enriched it with concepts
for modeling teams [4] (cf. Figure 2).

D4.2-4.4
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Concepts

Person Persons represent human resources of a company and are responsible for
supervising and/or executing activities of business processes.

Capability A person can have several capabilities, such as professional experience
or specific (academic) degrees.

Position Each person occupies one or more positions within an organization.

Role & UnitType & OrgUnit One or more positions participate in several roles
and belong to an organizational unit. Roles only make sense within a specific
unit type (e.g. project coordinator, head of a research group, etc.).

Team A team is a set of people collaborating in the completion of a specific activ-
ity with a common objective.

TeamMember Is a person that is part of a team due to playing a role in it.

TeamType A team can have a type that is associated with a specific configuration
of the organisational roles.

TeamRole It has to be emphasized that team roles are fundamentally different
from organisational roles.

TeamRoleType Each team role has a specific type according to types explicitly
defined in the company, such as investigator, coordinator, implementer or spe-
cialist.

TempTeam In certain occasions new teams are composed for specific purposes.
Such teams are called temporary teams, because they have a expiry date de-
fined as a specific scope.

PermTeam A permanent team is defined without a expiry date. Permanent teams
can be referenced by their identifier at any moment.

Scope A scope defines the expiry date of a temporal team.

Agent Allows to assign both persons and teams to a business process activity/-

task (= pn:Transition).
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org:assigned To

org:playedln —>| org:UnitType
f A A

rdfs:subClassOf org:participatesin org:belongsTo
org:Capability |<«— org:hasCapability :| org:Person l— org:occupies —> org:isMemberOf [ org:OrgUnit
A X
rdfs:subClassOf \

org:canDelegateWorkTo
org:reports lo

org:isPerson

org:hasMember

org:isPartOfTeamType

org:of Team org:TeamType |<«—

org:hasTeamType

D org:reportsTo
org:canDelegateWorkTo

rdfs:subClassOf

<— org:formedWithin —(org:TempTeam) (org:PermTeam]

Y

org:TeamRoleType |« org:hasRoleType —| org:TeamRole
~—~

org:within

Figure 2 Ontology for engineering domain & organizational knowledge.
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4.2 Representing Business Processes

We map business processes to Petri nets following mapping rules proposed by [7,
8]. For modeling Petri nets themselves we use selected concepts of the Petri Net
Markup Language (PNML) [23] (cf. Figure 3).

All subsequently illustrated mappings are also used for serializing business

processes in Deliverable 2.2.

pn:ArcType pn:element

pn'tyT)eArc rdfs:subClassOf pniname
: : .
pn:Arc |— rdfs:subClassOf —>[pn:Mode|EIement]— pn:name _,
rdfs:subClassOf pn:functionName  pn:firingLevel

pn:fromNode - _ ) — : .
pn:toNode —> pn:transFunction —>[pn.Tran5|t|onFunctlonDest
bp:reads . :
rdfs:subClassOf bp:writes bp:DataObject
pn:initialMarking - -»{ pn:Transition @I

1
1 A
l pn:marking E pn:timeTo | pn:timeFrom

rd

pn:valueToken

pn:timeFunction —>[pn :TimeFunction Desc]

org:assignedTo pn:possibility

v o v

1
1
_______ ’

Figure 3 Ontology for representing petri nets utilizing parts of PNML [23].
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Start Event

: y
Place s

S Trans s

/“‘
o—fl—@
\\’I

Place y

Figure 4 BPMN representation of s Figure 5 PN representation of s

Description: A start event is mapped onto a silent transition which models the
execution of the event and is connected to one input place and one output place.

See Listing 2 for an ontological representation of Figure 5.

End Event

N
—0 O PQ
X N
e Place x Trans e Place e

Figure 6 BPMN representation of e Figure 7 PN representation of e

Description: An end event is mapped onto a silent transition which models the
execution of the event and is connected to one input place and one output place.

See Listing 3 for an ontological representation of Figure 7.

Intermediate Event

o\ e T 4 RN

X > ) >y 1 —> El — )
‘Vy -_ \s —/

E; Place x Place y

Figure 8 BPMN representation of E; Figure 9 PN representation of E;

Description: An intermediate event is mapped onto a transition which is labeled
with the name of the event and that models its execution. It is connected to one
input place and one output place. See Listing 4 for an ontological representation

of Figure 9.
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Task

= T e O —0

~ = ~ -

Place x Place y

Figure 10 BPMN representation of
T Figure 11 PN representation of T

Description: A task is mapped onto a transition which is labeled with the name
of the task and that models its execution. It is connected to one input place and

one output place. See Listing 5 for an ontological representation of Figure 11.

AND-Split

Place yq
Trans A N

yl Y 24

| —>
X Nl /,\\
A y2 Place x % ,)

1 ~-

Place y»

Figure 12 BPMN representation of
Aq Figure 13 PN representation of A;

Description: All gateways, except event-based decision gateways and OR-split
gateways, are mapped onto Petri net modules with silent transitions capturing

their routing behavior. See Listing 6 for an ontological representation of Figure 13.

AND-Join

Place xq
,~ 7~ Trans Ay

Xl \~—'\ l,’ \)
—>y ,,N\/v v
X2 A % ,’ Place y

2 ~<-

Place x;

Figure 14 BPMN representation of
A, Figure 15 PN representation of Ap
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Description: All gateways, except event-based decision gateways and OR-split
gateways, are mapped onto Petri net modules with silent transitions capturing
their routing behavior. See Listing 7 for an ontological representation of Figure 15.

XOR-Split
Trans(X1.,¥1) pace
C y1 '€ Y1
)
. _ -\)/V|: N
Sl /\ , P
X1 . y Place x — >\ ,)
» -
Trans(X1,y2) Place y;

Figure 16 BPMN representation of
X1 Figure 17 PN representation of X;

Description: For XOR-Split gateways, we model conditions in the outgoing flows
as silent transitions that have a common place as input. Thus, these silent transi-
tions will compete for a single token, and the choice as to which one will fire will
be non-deterministic. See Listing 8 for an ontological representation of Figure 17.

XOR-Join

Place x| Trans(Xy,y)
I: )—>D\
X1
i > y '\ y PIace y
X2 X -

2 J
aC€ X2 Trans(Xy,y)

Figure 18 BPMN representation of
X> Figure 19 PN representation of Xp

Description: For XOR-Join gateways, we model each incoming flow as silent tran-
sition that have a common place as output. See Listing 9 for an ontological repre-

sentation of Figure 19.

D4.2-4.4
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Event-Split
8 -
Place y;
Message E; e
X Ei—> )
o \)/' ~-7
S ,\ e
z e
Receive Task Ty Place y»
Figure 20 BPMN representation of V; Figure 21 PN representation of V;

Description: For XOR-Join gateways, we model each incoming flow as silent tran-
sition that have a common place as output. See Listing 10 for an ontological
representation of Figure 21.

OR-Split
X1 1T »y
a Y1 — €
O =
0, X2 —»Y2 A, 2 _ye
X, 2y

Figure 22 BPMN representation of Oy

Trans(X1.¥1) pjace Y1

P

Place(A1,X1) C )

Trans Ag N o

[ )
P A 7 -
OO — T N Place e1 /e
4 ,’"\)/v_ -

)

RN

Place x

’

Place(A;. X)) | — > )

~-

Trans(X3,y2) Place y,

Figure 23 PN representation of O

Description: We transform every OR-Split gateway into an equal representation
consisting only of a combination of AND-Split and XOR-Split gateways following
guidelines proposed by [22]. We subsequently translate the resulting OR gateway
free process into its respective Petri net representation.
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Activity Looping and Multiple Instances

X —» Tl y
®)

Activity Type: Task
LoopType: Standard
LoopCondition: ¢
TestTime: Before

Figure 24 "while-do" loop

T
X —> y
O X
e—

Activity Type: Task
LoopType: Standard
LoopCondition: ¢
TestTime: After

Figure 25 "do-until” loop

> x —» +
ActivityType: Task
LoopType: Multilnstance
MI_Condition: m
MiI_Ordering: Parallel

Figure 26 Parallel multi-instance activity where n is known at design time

Description: Repeated activities are either represented as "while-do" or "do-until"
loops using XOR gateways. A multi-instance activity can be replaced by n identical
copies of the activity enclosed between an AND-Split and an AND-Join. Once

replaced, they are translated into their corresponding Petri net representation.

Subprocess

T(SP,call T(SP,return)

)
.: \)—>|:|—>Q—> e +Q—>|:|—>n' )
P x Ps

Pe Py

Figure 27 BPMN represen-
tation of a subprocess

Figure 28 PN representation of a subprocess, us-
ing silent call/return transitions

Description: Each subprocess is expanded and subsequently translated into a

corresponding Petri net.

13
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Exception Handling

X y I T i—N:\ ) Place y
O
T~a

E, L
B0
X
Place E;
Figure 29 BPMN representation of a Figure 30 PN representation of a task
task with exception flow with exception flow

Figure 31 BPMN representation of subprocess P with exception flow

P(P,enabled)

(P.return)

HQ—> O+

P(P,excp)

Figure 32 PN representation of subprocess P with exception flow

Description: Exception handling is captured by exception flows. An exception
flow originates from an error event attached to the boundary of an activity. The
occurrence of an exception will cancel the execution of the respective task/subpro-
cess it is attached to under the assumption that this task/subprocess has started
but is not yet completed. When the transition corresponding to the error event
fires, all tokens left in the Petri net fragment corresponding to the task/subpro-

cess need to be removed.



SHAPE FFG-2014-845638

Message Flow

Xlﬂ X2 O > T, G
i Pla;; X1 ‘ Pla;; X2
3 @ P(Ts,Tr)
v
Y1 H)/2 a8 > T, Hlﬁ - :)
PIa;; Y1 PIa::; y2

Figure 33 Message flow between
Figure 34 PN representation of Ty

tasks
S Pae T e T
‘ | —| Tg —» )
N\

‘ - -

| Place x; Place x,

|

|

|

é—byz

PasS RN

s 1 )—>|:|—>l )
\\ —/ \‘ —I
Place s Trans s Place y;

Figure 35 Message flow between
task and start event

Description: A message flow describes the interaction between processes and can

be mapped to a place with an incoming arc from the transition modeling a send

Figure 36 PN representation of T

action and an outgoing arc to the transition modeling a receive action.

Data Objects

Figure 37 BPMN representation of a data flow between two tasks

Description: Each transition that represents a task can either read or write a par-
ticular data object. See Listing 11 for an ontological representation of Figure 37.
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C Submit equipment
rental request
New Equipment

Needed ‘ Not available .

\ 4

Created

O

Select suitable Check Creat.e PO

equipment availability 0E
Available
i Approved
Rejected O
request
Request
Rejected

Figure 38 Sample Process using tikz

No

Submit equipment -~
rental request "

New Equipment Needed

Figure 39 Sample Process in using tikz

4.3 Representing Regulations and Policies

In today’s businesses, organizations have to deal with an increasing number of
constraints that stem from various compliance sources, such as Sarbanes-Oxley
(SOX), Basel II, EU Directive 2008/30/EC, and others. Such normative laws and
requirements induce organizations to establish internal control systems, assess the
organization’s processes, and insure that business processes used within the com-
pany are compliant with stated laws and regulations. Violations might lead to
penalties, scandals and loss of business reputation [20]. Since compliance require-
ments as well as processes evolve over time, it is necessary to establish automated
approaches guaranteeing the compliant behavior of process models.

In order to implement such automated approaches several issues must be ad-
dressed, such as:

expressing compliance requirements in a machine-processable manner

process models that have to be validated must be identified

need of an appropriate formalism for automatically checking compliance rules

against process models
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users should get useful feedback in case of violation [1]

In general, there are at least two people involved in every process. On the one
hand a business expert who is responsible for the definition and the management
of the business processes in an organization while taking compliance constraints
in account, and on the other hand a compliance expert who is responsible for
refining, internalizing, specifying, and managing compliance requirements stem-
ming from internal and external sources. Both, business expert and compliance

expert are in a close cooperation [9].

4.3.1 Norms and Regulations in the Railway Domain

In the railway domain, processes have to be compliant to European Norms 50126,
50128, and 50129. As a first step, we focused on the investigation of norm EN50126.
EN50126 constitutes the basis of norms EN50128 /EN50129 and defines the spec-
ification and demonstration of reliability, availability, maintainability and safety

(RAMS, cf. Figure 40) 2.

y ¥
v ' ¥

Reliability & Operation &
Maintainability Maintenance

Figure 40 Reliability, Availability, Maintainability, and Safety (RAMS).

EN50126 defines a process which is based on a specified system lifecycle and
respective tasks for managing RAMS. It allows to control conflicts between RAMS’
elements and their management. Furthermore, the norm mentions normative ref-
erences, the railway RAMS, a management for railway RAMS, the RAMS lifecycle,
and five informative annexes.

Each phase in the RAMS lifecycle illustrates objectives, requirements, deliver-
ables, verification, and validation activities which have to be undertaken.

It consists of 14 phases, namely:

Concept phase: This phase should create a level of understanding of the system
which is sufficient to perform all subsequent RAMS lifecycle tasks;

2 For a more detailed discussion on compliance rules related to EN50126 see [11]

D4.2-4.4
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System definition and application conditions phase: In this phase a mission pro-
file as well as the boundaries of the system should be defined, application
conditions which influence the system characteristics shall be established, the
definition of the scope of system hazard analysis as well as the establishment
of the RAMS policy and the safety plan;

Risk analysis phase: The tasks of this phase are the identification of hazards as-
sociated with the system and the identification of events leading to hazards.
Furthermore, the determination of risks which can be associated with hazards

and a process for on-going risk management shall be established;

System requirements phase: In this phase of the process lifecycle the overall RAMS
requirements for the system and the overall demonstration and acceptance cri-
teria for RAMS shall be specified and the RAM program for controlling RAM
tasks during specific lifecycle phases should be established;

Apportionment of system requirements phase: The objectives of this phase are
to split the RAMS requirements into designated sub-systems, components and

external facilities, and define their acceptance criteria;

Design and implementation phase: In this phase it is important to create sub-
systems and components which conform to RAMS requirements and show

that those components and sub-systems conform to the RAMS requirements.

Manufacturing phase: The first point of this phase is to implement a manufactur-
ing process which produces RAMS-validated sub-systems and components, af-
ter that RAMS-centered process assurance arrangements, sub-system and com-
ponents RAMS support arrangements shall be established;

Installation phase: This phase describes the installation of sub-systems and com-

ponents important for the system and initiate system support arrangements;

System validation phase: The objectives of this phase conclude the validation of
sub-systems, components and external risk measures comply with RAMS re-
quirements, after that, put them into operation, prepare and accept the appli-

cation specific safety case and provide it for data acquisition and assessment;

System acceptance phase: This phase has to main points; the first one is to assess
compliance of sub-systems, components and external risk reduction measures
with the RAMS requirements and after that allow the system for entry into

service;

Operation and maintenance phase: The main points in this phase of the lifecy-
cle shall be to operate within specified limits, maintain and support all sub-
systems, components as well as external risk reduction measures to make sure

that compliance with system RAMS requirements is maintained;
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Performance monitoring phase: The objective in this phase of the lifecycle is to
maintain confidence in the RAMS performance of the system;

Modification and retrofit phase: The purpose of this phase is to control system
modification and retrofit tasks to maintain system RAMS requirements;

Decommissioning and disposal phase: In this phase of the system lifecycle the

system decommissioning and disposal tasks shall be controlled.

4.3.2 Identifying Compliance Rules of EN50126

After having extracted the 276 rules of 14 phases of the RAMS process lifecycle,

their components have to be determined. We defined nine different components:

Type of rule: Rules are classified as being either of type: required input, activity,
possible activity, conditions to repeat, inclusion, or statement of importance;

Quality attributes: Those are the elements which contribute to the fulfilment of
RAMS;

Subjects: The performers of certain activities;

Objects: Objects include inputs and outputs, as well as information, data, systems

etc.;

Strictness: This column indicates the strictness of a compliance rule (i.e. can, may,

shall, should or must be performed);

Events/Conditions: Events/Conditions might occur in the business process life-
cycle, e.g. errors or shortfalls;

Consequence: The consequence column is the implication of the before mentioned

events or conditions;

Activity: This column describes all activities that occur in the respective lifecycle
phase and is a supplement to the "type of rule"-component;

Inclusion: Like the "activity"-component, the "inclusion"-component is only a sup-
plement to the "type of rule"-component and provides information about the

content of objects and/or activities;

Each extracted rule is identified by an ID, a page reference, an indication of
the respective phase of the RAMS process lifecycle the rule belongs to, as well
as the original text of the rule. Furthermore, the components of each rule have
been determined, namely its respective type, quality attributes, subjects and ob-
jects, strictness, events and conditions, consequences, and the rules activities and

inclusions. All extracted rules can be found in Appendix B.

19
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4.3.3 Representing and Validating Compliance Rules in
RDF

While we heavily relied on already existing vocabularies for modeling process and
organizational knowledge, we are exploring new approaches for representing and
automatically validating access control policies, compliance rules, and regulations.
More particularly, we are investigating how recent advancements in the area of
constraint checking for RDEF, i.e. Shapes Constraint Language (SHACL), can be
utilized for realizing such an approach.

As an example, Listing 1 illustrates how a before-scope presence compliance
rule, which checks whether a certain activity will be executed before another,
could be realized using SHACL.

ex:xPlace a pn:Place . ex:alTransition a pn:Transition . ex:ylPlace a pn:Place .

ex:y2Place a pn:Place ;
sh:nodeShape |
a sh:Shape ;
sh:constraint [
a ex:BeforeScopeConstraint ;
ex:precedingActivity ex:xPlace ;
1
]-

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:xPlace ;

pn:toNode ex:alTransition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:alTransition ;

pn:toNode ex:ylPlace, ex:y2Place .

ex:BeforeScopeConstraint
a sh:ConstraintTemplate ;
rdfs:subClassOf sh:TemplateConstraint ;
rdfs:label "BeforeScope constraint" ;
rdfs:comment "BeforeScope presence rule requires that the execution
of an activity B is preceded by the execution of an activity A." ;

sh:labelTemplate "Execution of B must be preceded by execution of A" ;
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sh:argument [
sh:predicate ex:precedingActivity ;
sh:valueClass pn:Place ;
rdfs:label "precedingActivity" ;
rdfs:comment "The preceding activity to check." ;
|
sh:message "Execution of activity {?subject} is not preceded
by execution of activity {?object}." ;
sh:sparqgl """
SELECT 7?subject ?object
WHERE {

{

?arc pn:toNode $this .
?arc pn:fromNode ?tmpNode .
FILTER NOT EXISTS {?tmpNode (“pn:toNode/pn:fromNode)* $precedingActivity. }

}
UNION

{
FILTER NOT EXISTS {?arc pn:toNode $this .}

}
BIND($this AS ?subject) .

BIND($precedingActivity AS ?object) .

}

Listing 1 Modeling the before-scope presence compliance rule using SHACL

As a next step, we will define generic mapping rules for translating e.g. com-
pliance rules identified Appendix B into respective SHACL constraints.

5 Further Work

Next steps within this WP primarily revolve around the completion of remaining
steps to be carried out according to Section 2.1. Furthermore, we will investigate
new approaches for representing and automatically validating access control poli-
cies, compliance rules, and regulations as briefly discussed in Section 4.3.3. Latter
results will also be considered for publication in venues such as:

Journals
Journal on Data Semantics (JDS)
Information and Software Technology (INFSOF)
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Journal of Web Semantics (JWS)
Semantic Web Journal (SWJ)
Journal on Information Systems (JIS)

Conferences
International Semantic Web Conference (ISWC)
Extended Semantic Web Conference (ESWC)
International Conference on Business Process Management (BPM)
International Conference on Legal Knowledge and Information Systems (JU-
RIX)
International Conference on Knowledge Engineering and Knowledge Man-
agement (EKAW)
International Conference on Artificial Intelligence and Law (ICAIL)
International Conference on Semantic Systems (SEMANTiCS)
Conference on Advanced Information Systems Engineering (CAiSE)
International Conference on Service Oriented Computing (ICSOC)
Conference on Ontologies, DataBases, and Applications of Semantics for
Large Scale Information Systems (ODBASE)

The present document will be updated as soon as respective advancements
were made.

A Listings
Start Event

ex:netl a pn:Net ;
pn:name "Start Event PN"""xsd:string ;
pn:element ex:pagel .

ex:pagel a pn:Page ;
pn:element ex:sPlace, ex:arcl, ex:sTransition,

ex:arc2, ex:yPlace .

ex:sPlace a pn:Place ;

A~~~

pn:name "Place s"" xsd:string ;
pn:initialMarking [
a pn:Token;

II1IIM

pn:valueToken xsd:int ;

ex:sTransition a pn:Transition .
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ex:yPlace a pn:Place .

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;

pn:multiplicity "1"™ "xsd:int ;
pn:fromNode ex:sPlace ;

pn:toNode ex:sTransition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;

pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:sTransition ;

pn:toNode ex:yPlace .

Listing 2 PNMLO representation of s

End Event

ex:netl a pn:Net ;
pn:name "End Event PN"""xsd:string ;

pn:element ex:pagel .

ex:pagel a pn:Page ;
pn:element ex:xPlace, ex:arcl, ex:eTransition,

ex:arc2, ex:ePlace .
ex:xPlace a pn:Place .
ex:eTransition a pn:Transition .

ex:ePlace a pn:Place ;

pn:name "Place " “xsd:string .

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;

pn:multiplicity "1"" " xsd:int ;
pn:fromNode ex:xPlace ;

pn:toNode ex:eTransition .
ex:arc2 a pn:Arc ;

pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
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pn:fromNode ex:eTransition ;

pn:toNode ex:ePlace .

Listing 3 PNMLO representation of e

Intermediate Event

ex:netl a pn:Net ;
pn:name "Intermediate Event PN"""xsd:string ;

pn:element ex:pagel .

ex:pagel a pn:Page ;
pn:element ex:xPlace, ex:arcl,

ex:elTransition, ex:arc2, ex:yPlace .
ex:xPlace a pn:Place .

ex:elTransition a pn:Transition ;

pn:name "Transition E1"™ "xsd:string .
ex:yPlace a pn:Place .

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;

pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:xPlace ;

pn:toNode ex:elTransition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:elTransition ;

pn:toNode ex:yPlace .

Listing 4 PNMLO representation of E;

Task
ex:netl a pn:Net ;
pn:name "Task PN"""xsd:string ;

pn:element ex:pagel .

ex:pagel a pn:Page ;
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pn:element ex:xPlace, ex:arcl,

ex:t1Transition, ex:arc2, ex:yPlace .
ex:xPlace a pn:Place .

ex:tlTransition a pn:Transition ;

pn:name "Transition T1"" “xsd:string .
ex:yPlace a pn:Place .

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;

pn:multiplicity "1"™ "xsd:int ;
pn:fromNode ex:xPlace ;

pn:toNode ex:t1Transition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:t1Transition ;
pn:toNode ex:yPlace .

Listing 5 PNMLO representation of Ty

AND-Split
ex:netl a pn:Net ;
pn:name "AND—Split PN"""xsd:string ;
pn:element ex:pagel .
ex:pagel a pn:Page ;
pn:element ex:xPlace, ex:arcl, ex:alTransition,
ex:arc2, ex:ylPlace, ex:y2Place .
ex:xPlace a pn:Place .

ex:alTransition a pn:Transition .

ex:ylPlace a pn:Place .
ex:y2Place a pn:Place .

ex:arcl a pn:Arc ;

pn:typeArc pn:normal ;
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pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:xPlace ;

pn:toNode ex:alTransition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;

pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:alTransition ;

pn:toNode ex:ylPlace, ex:y2Place .

Listing 6 PNMLO representation of A;

AND-Join

ex:netl a pn:Net ;
pn:name "AND—Join PN"" "xsd:string ;
pn:element ex:pagel .

ex:pagel a pn:Page ;
pn:element ex:yPlace, ex:arcl, ex:a2Transition,

ex:arc2, ex:x1Place, ex:x2Place .

ex:x1Place a pn:Place .
ex:x2Place a pn:Place .

ex:a2Transition a pn:Transition .
ex:yPlace a pn:Place .

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"™ "xsd:int ;
pn:fromNode ex:x1Place, ex:x2Place ;

pn:toNode ex:a2Transition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:a2Transition ;
pn:toNode ex:yPlace .

Listing 7 PNMLO representation of A
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XOR-Split
ex:netl a pn:Net ;
pn:name "XOR—Split PN"""xsd:string ;

pn:element ex:pagel .

ex:pagel a pn:Page ;

pn:element ex:xPlace, ex:arcl, ex:xlylTransition,
ex:arc2, ex:x1ly2Transition, ex:arc3,

ex:ylPlace, ex:y2Place .

ex:xPlace a pn:Place .

ex:xlylTransition a pn:Transition .

ex:xly2Transition a pn:Transition .

ex:ylPlace a pn:Place .
ex:y2Place a pn:Place .

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" " xsd:int ;
pn:fromNode ex:xPlace ;

pn:toNode ex:x1lylTransition, ex:x1ly2Transition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:x1lylTransition ;
pn:toNode ex:ylPlace .

ex:arc3 a pn:Arc ;
pn:typeArc pn:normal ;

pn:multiplicity "1"" " xsd:int ;
pn:fromNode ex:x1y2Transition ;

pn:toNode ex:y2Place .

Listing 8 PNMLO representation of X;
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XOR-Join

ex:netl a pn:Net ;
pn:name "XOR—Join PN"""xsd:string ;

pn:element ex:pagel .

ex:pagel a pn:Page ;
pn:element ex:yPlace, ex:arcl, ex:x1lyTransition,
ex:arc2, ex:xlyTransition, ex:arc3,

ex:x1Place, ex:arc4, ex:x2Place .

ex:x1Place a pn:Place .

ex:x2Place a pn:Place .

ex:xlyTransition a pn:Transition .

ex:x2y Transition a pn:Transition .
ex:yPlace a pn:Place .

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:x1Place ;

pn:toNode ex:xlyTransition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:x2Place ;

pn:toNode ex:x2yTransition .

ex:arc3 a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"™ "xsd:int ;
pn:fromNode ex:x1lyTransition ;
pn:toNode ex:yPlace .

ex:arcd a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:x2yTransition ;

pn:toNode ex:yPlace .

Listing 9 PNMLO representation of Xp
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Event-Split

ex:netl a pn:Net ;
pn:name "Intermediate Event PN"""xsd:string ;

pn:element ex:pagel .

ex:pagel a pn:Page ;
pn:element ex:xPlace, ex:arcl, ex:elTransition,
ex:arc2, ex:tlTransition, ex:arc3,

ex:ylPlace, ex:y2Place .
ex:xPlace a pn:Place .

ex:elTransition a pn:Transition ;

pn:name "Transition E1"" "xsd:string .

ex:t1Transition a pn:Transition ;

pn:name "Transition T1"" “xsd:string .

ex:ylPlace a pn:Place .
ex:y2Place a pn:Place .

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:xPlace ;
pn:toNode ex:elTransition , ex:t1Transition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"™ "xsd:int ;
pn:fromNode ex:elTransition ;

pn:toNode ex:ylPlace .

ex:arc3 a pn:Arc ;
pn:typeArc pn:normal ;
pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:t1Transition ;
pn:toNode ex:y2Place .

Listing 10 PNMLO representation of V;
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Data Objects

ex:netl a pn:Net ;
pn:name "DataObject PN"""xsd:string ;
pn:element ex:pagel .

ex:pagel a pn:Page ;
pn:element ex:xPlace, ex:arcl, ex:arc4,
ex:t1Transition, ex:arc2, ex:xyPlace,

ex:t2Transition, ex:arc3, ex:yPlace .
bp:DataObjectl a bp:DataObject .
ex:xPlace a pn:Place .

ex:t1Transition a pn:Transition ;
pn:name "Transition T1""“xsd:string ;
bp:writes bp:DataObjectl .

ex:xyPlace a pn:Place .

ex:t2Transition a pn:Transition ;
pn:name "Transition T2"" "xsd:string ;
bp:reads bp:DataObjectl .

ex:yPlace a pn:Place .

ex:arcl a pn:Arc ;
pn:typeArc pn:normal ;

pn:multiplicity "1"™ "xsd:int ;
pn:fromNode ex:xPlace ;

pn:toNode ex:t1Transition .

ex:arc2 a pn:Arc ;
pn:typeArc pn:normal ;

pn:multiplicity "1"" "xsd:int ;
pn:fromNode ex:tlTransition ;

pn:toNode ex:xyPlace .

ex:arc3 a pn:Arc ;
pn:typeArc pn:normal ;

II1IIM

pn:multiplicity xsd:int ;

pn:fromNode ex:xyPlace ;
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pn:toNode ex:t2Transition .

ex:arc4 a pn:Arc ;
pn:typeArc pn:normal ;

II1IIM

pn:multiplicity xsd:int ;

pn:fromNode ex:t2Transition ;
pn:toNode ex:yPlace .

Listing 11 PNMLO representation of a data flow between two tasks

B Extracted Compliance Rules of EN50216

This section includes extracted rules and requirements of the European Norm
50126 [11]. Each rule is identified by an ID, a page reference, an indication of
the respective phase of the RAMS process lifecycle the rule belongs to, as well
as the original text of the rule. Furthermore, the components of each rule have
been determined, namely its respective type, quality attributes, subjects and ob-
jects, strictness, events and conditions, consequences, and the rules activities and

inclusions.
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