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1 Introduction

This deliverable provides an overview of the main design aspects and require-
ments to workflow processing and verification for safety critical engineering. The
requirements and design decisions where presented and discussed with experts
from the rail automation department from Siemens Austria. Their feedback, which
is encompassed in this deliverable, was taken into consideration throughout the
development process.

The detailed design of the system is presented in Appendix A in Chap. 5.

2 Requirements to Workflow Processing and Verification

During several meetings, experts from Siemens Rail Automation defined and
refined requirements on the integration of a business process management system
(BPMS) into their engineering and verification process. The main input came from
Mr. Wolfgang Schwaiger (head of engineering group) and Mr. Heinrich Müller
(head of verification/validation group).

2.1 Requirements from Engineering
Following are the main requirements from the viewpoint of engineering.

Distributed engineering teams. Rail Automation projects usually are large and com-
plex technical projects, meaning that most often more than one engineer/teams
of engineers are involved. Engineers working on a project are often located at
different sites (e.g., Austria and Slovakia).
Parallel projects. Usually, an engineer or a team of engineers works on several
projects in parallel.
Different system types. The portfolio of Siemens Rail Automation in Austria
contains various different types of systems. The main one in Austria is the
so-called "Anlagenbauprozess" for configuring electronic interlocking systems
in Austria. For interlocking systems in countries other than Austria, a different
technology and tool set is used. Other types of systems are: ETCS (European
Train Control System) level 1 and 2, level crossings, etc.
Different project types. The main two different variants of a project for a system
are: (1) Build a new system; (2) Modify/extend an existing system.
Process definitions. For each system, a strict process for engineering, verification
/ validation and integration is defined. This process definition is available in
the form of a semi-formal documentation (usually descriptive text and Visio
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drawings). Processes are embedded in a project management process, covering all
the phases and steps of a project.

Process documentation. The different process steps of a project (i.e., a process
instance) - defined in a generic project definition - are currently documented
manually by the engineer in a so-called project logbook and in checklist of
predefined formats.

Engineering and verification tools. Engineers mainly work with specialized tools.
It is of crucial importance that the right tool versions and the right versions of
input data files are used.

Work parallelization. In principle, the different processes are sequential processes.
Due to distributed work and parallel projects, many process steps are performed
in parallel.

Conformance checks. There are many constraints specified on the different process
steps and assets (e.g., the right versions of input files). Currently, many of these
checks are done at the end of a project. Doing checks as early as possible could
save rollback and rework time.

Skills. Engineers have different experiences and skills. The goal is to assign that
engineer to a process step who is (a) available, (b) has the necessary skills, (c)
preferably knows already the facility in case of a modification/extension.

Project communication. Communication between team members is mainly done
face-to-face and per e-mail. Partly, predefined email templates are used, e.g. for
passing over engineering data from one phase of the project to the next phase.

Documentation of time and costs. Documentation of time and costs of engineer-
ing/verification tasks in a project is usually done not on basis of single steps,
but on process phases: How many hours are used for engineering or verifying
a project? Documentation on a finer level (e.g. on the level of a single process
step) could facilitate a better resource allocation and planning of future projects.

Data access rights. Currently, there are no hard restrictions or tool support on
who is reading or changing which data.

Change interdependencies. Currently, it is very difficult to know or track interde-
pendencies of changes at different parts of the system. This leads to challenges
like: (a) change tracking, (b) change effect interdependency control, (c) commu-
nication of changes, and (d) to make all the involved people work according to
the interdependency model.

Non-human resources. The main, critical non-human resources are hardware and
workstations in the test laboratory.
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2.2 Requirements from Verification/Validation
Following are the main requirements from the viewpoint of the verification/valida-
tion process.

Final approval. The main goal of the verification/validation process is the final
approval of a national safety authority.

Verification and validation process. Part of the overall project management plan
are the verification process and the validation process. These processes come
after the engineering process. Doing some of the verification/validation steps
earlier could save time by finding errors earlier.

Process approvals. Engineering, verification and validation processes must have
several approvals, like "Verfahrenssicherheitsnachweis" and "Gutachten". An
extensive and up-to-date process documentation is an important prerequisite of
these approvals.

SIL 4. Most of the systems built by Rail Automation must be engineered under
the condition of SIL 4 (Safety Integration Level). SIL 4 is a very high level and
usually cannot be achieved by making each single process step SIL 4 compliant,
but the whole process is designed to result in SIL 4 systems by integrating
diverse redundant engineering steps. Example: The output of an engineering
tool is re-transformed to the input data and checked against them by a separate
step/tool.

RAMS. RAMS (Reliability, Availability, Maintainability, and Safety) are a cluster
of non-functional requirements that need to be fulfilled by any safety-critical
system, including railway systems. To ensure a satisfactory level for the RAMS
non-functional requirements, a series of domain-specific testing and verification
methods can be used. These methods must be supported by a suitable and
reliable processes and comprehensive documentation. The achievement of
the RAMS requirements is a prerequisite for fulfilling the requirements of the
EN-standards and SIL 4.

Standards and norms. The main standards are EN50126 1 (life-cycle model),
EN50128 (important for the engineering process), and EN50129 (risk analysis,
safety targets, hazard rates).

Traceability. Tracing of steps between input and output should be improved.
Documentation of process steps is an important input for validation (usually at
the end of a project).

1 In the Bachelor’s Thesis of Julia Fuchsbauer [2] - written in the course of the project SHAPE - the
rules of EN50126 have been systematically extracted and categorized.
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Process documentation. Engineering must prove that the system has been engi-
neered in compliance with the defined, safe engineering process. Currently,
there are no automated monitoring/tracking capabilities, so the challenge is
to know whether all process steps are executed correctly or not. Most of the
checks are currently performed at the end of the process.
Delta verification. In modification/extension projects, much verification work
could be saved, if only those parts of the system data are checked which has
actually been changed.

Safety integrity level (SIL) is defined as a relative level of risk-reduction provided
by a safety function, or to specify a target level of risk reduction. In simple terms,
SIL is a measurement of performance required for a safety instrumented function.
The requirements for a given SIL are not consistent among all of the functional
safety standards. In the European functional safety standards based on the IEC
61508 standard four SILs are defined, with SIL 4 the most dependable and SIL
1 the least. A SIL is determined based on a number of quantitative factors in
combination with qualitative factors such as development process and safety life
cycle management.

2.3 Derived SHAPE Requirements
Derived from Siemens’ Rail Automation requirements we identify the following
main requirements as input for our SHAPE reference architecture and tool selection
(cf. Fig. 1):

Monitoring. Based on a clear and standardized definition of the different process
types at Rail Automation, the BPMS must be able to monitor the engineers
execution of their process steps.

Data of all steps should be logged: Who has performed the step? How long
did it take? What were the input and output artifacts? Etc. These logs can
be used for process documentation, querying, learning (e.g. the skill matrix)
and data analytics.
Deviations from the process should be avoided. In exceptional situations,
where deviations are necessary, the BPMS should document deviations and
guide users back to the specified process.

Conformance Checking. Based on rules defined as additional input to the process
definition, conformance checks should prove the validity of the process step
results. Sources of such rules are:

Standards and regulations. E.g., the verification step must be performed by a
user different to the one who did the corresponding engineering step.
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Data integrity. E.g., the right version of tool EPOS must be used. E.g., the
newest versions of the customer data files must be used.
Performance heuristics. E.g., if a task is assigned to a user who does this
kind of tasks the first time, a second, experienced user must be assigned to
that task, as well.

Adaptivity/Flexibility. Although the process management system shall strictly
guide the engineers through the process, the system must be able to react on
exceptional situations.

Re-allocation of resources, e.g. if an engineer gets sick.
Exceptional deviations from the standard process step sequence.

Automation.
Automatic document generation, e.g. project logbook and checklists.
Automated tasks, e.g. automatic check-in of process step results; automated
sending of notification emails.
Automated computation of optimal assignments of (human or non-human)
resources to tasks.

Figure 1 Main SHAPE requirements derived from customer requirements.

Please note: These are the requirements specified with high priority by our
Siemens customer. There is another topic which is of high interest in SHAPE- the
mining of process data from structured and unstructured sources. This topic is
investigated in work package 3 in full detail and is considered in the reference
architecture of SHAPE. The reason why the interest of Rail Automation in that
topic is lower than in the above requirements is that derivation and specification of
engineering and verification/validation processes is usually a highly sophisticated
manual task, mainly involving safety aspects and SIL level considerations.
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3 Tool Selection

In the Master’s Thesis of Alexander Wurl [3], which is considered to be part of this
deliverable, several main business process management languages and tools are
evaluated. The goal was to find the best language and tool candidate for being
used in the SHAPE reference architecture, having the potential to be deployed at
Siemens Rail Automation after the project SHAPE.

The Business Process Model and Notation (BPMN) language [1] was selected
(cf. [3], chapter 2), because it is a state-of-the-art language, supported by the most
current business process engines. BPMN is a graphical representation for specifying
business processes in a business process model. Business Process Management
Initiative (BPMI) developed BPMN, which has been maintained by the Object
Management Group since the two organizations merged in 2005. BPMN is inspired
by a number of previous process languages, and nowadays BPMN is promoted and
suggested as a standard for modeling and describing processes due to the benefit
making process models understandable for humans as well as for machines.

Various different tools have been evaluated in [3], chapter 4:

Bizagi

Camunda

jBPM

Axon Ivy

Oracle BPM

Process Maker

Softproject

The tool Camunda was selected to be used for prototyping in SHAPE. The main
reasons are:

Camunda is an open source BPMS based on Java. It provides a process engine
architecture with a great variety of Application Programming Interfaces (APIs)
that help to extend the BPMS arbitrarily. Furthermore, it is possible to redesign
the whole BPMS since it provides the full source code in Java.

Camunda is an offspring of the Alfresco BPMS, which is itself an offspring
of the jBPM platform developed by JBoss. During its development, Camunda
has taken the best parts from both Alfresco and jBPM, while being much more
light-weight than its predecessors. Also Camunda offers more flexibility than
its predecessors and provides a simple an intuitive development environment
based on Eclipse and an easy to use visual BPMN editor. The coupling between
the tools is loose and, for the most part, is based on the convention over
configuration principle.
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The company Camunda has a close cooperation with the OMG Group41 which
affects the BPMS in a way that state-of-the-art technologies and standards such
as BPMN 2.0 are built-in and available for this BPMS.
In terms of service and support, when there is no need for an open source ver-
sion, Camunda offers an enterprise version with different price levels according
to the needs of functionality.

Details of this evaluation can be found in Appendix B in Chap. 6 of this
document.

The main process at Rail Automation, the so-calls "Anlagenbauprozess" has
been prototypically modelled with Camunda.

In particular, Phase265 of the process was modelled as a BPMN process com-
posed of several call activities (modular sub-processes). This ensures the replace-
abilty and testability of every sub-process.

4 Reference Architecture

Figure 2 shows a sketch of the overall SHAPE architecture. Appendix A in Chap. 5
describes the architectural design details.
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Figure 2 Sketch from meeting on 08.02.2016
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5 Appendix A: Architectural Design
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1. How to use this document

SHAPE: Safety­critical Human­ & dAta­centric Process management in Engineering
Projects

Deliverable D6.2: Workflow­processing and verification for safety critical engineering – detailed design and integrating
feedback of experts (Technical Annex B)

Author: Tudor Ionescu (tudor.ionescu@siemens.com)

This architecture description is structured as follows:

Chapter 2: This section summarizes the architecturally relevant requirements deemed relevant for the design of the system. Every
requirement is linked to (possibly) several key design decisions that are aimed to fulfill it.
Chapter 3: This section provides a list of the architectural design decisions taken in order to fulfill the architectural requirements
above. For each key design decision, there are design patterns or best practices linked through the rightmost column in the table.
Clicking on the name of the items in that column will take the reader to their full description, which is provided in a table below. For
traceability, each design decision is also linked to one or more architectural requirements.
Chapter 4: This section provides a systematic analysis of the impact of the key design decisions from chapter 3 on the architectural
qualities of the system. This analysis is qualitative, which means that each impact point resulted from careful considerations by the
document author wrt. to the architectural qualities which may be affected by a particular key design decision.
Chapter 5: This chapter provides a collection of architectural styles, guidelines, and design patterns that can be used for the
implementation of the respective design element (component, feature, etc.). They are linked to the design decision from chapter 3 in
order to provide possible solutions to the aims of the design decisions. The first column of the table contains a link to the original web
site (if applicable), where the content originates.

The sections are structured around tables, which are aimed to facilitate traceability between requirements, design decisions, and patterns as
well as column­based sorting. It is advisable to use the HTML version of the document over the PDF version, which is meant as a track of
record.

Terms and Abbreviations

AoP – Aspect Oriented Programming, concept “specify a pattern, each method/class matching gets extended functionality”
DI – Dependency Injection / IoC Inversion of Control , concept  “you ask a container for things you need, and the container handles
lifetimes/transactions for you”
Spring – DI implementation, also contains libraries for transactions, resources/db­access, messaging, websockets, AoP,..
Java EE 6 specification – (java servlets, web services, enterprise beans, security, and basically everything spring has)
CDI – DI specification, part of the Java EE 6 specification,
Weld – JBoss implementation of CDI (and JBoss is a Java EE 6 compliant Application Server)
JTA – DB Vendor independent Java Transaction API, allows Transactions spanning multiple potentially different databases. (No nested
transactions) (or e.g.  two connections to the same db and some changes should share the same transaction)
XA – Specification the JDBC Driver must follow  in order for distributed Transactions (JTA)  to work (e.g. a XA compliant RDF DB is
required)

10 Private Document
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2. Architectural requirements

ID (Priority) Content Group Purpose Use Case Related Design
Decisions

AR­01: Process
Automation (5)

Related requirements: None

Functional Process
automation

Adaptation KDD­01: High
Level
Architecture,

KDD­02: Use
Camunda Suite,

KDD­03:
Platform
Architecture,

KDD­05: Main
Process,

KDD­11:
Document
Generation,

KDD­13:
Development
Environment

AR­02: Safety
Assurance (5)

Related requirements: None

Safety Safety
assurance

Adaptation KDD­04:
Process
Architecture,

KDD­08:
Adaptation
Process,

KDD­09:
Process
Recovery

AR­04: Data
Protection (3)

Related requirements: None

Security Data protection Adaptation ­­

AR­05:
Compliance
checking (3)

Security Compliance
checking

Adaptation KDD­07: Mining
Process

EL – Expression Language, used from web pages to access business logic (beans),
JNDI – Java Naming Directory,”register/find Java Objects in the AS” e.g. injection of Resources uses JNDI in the back
JBoss – Application Server (AS). a Java EE 6 implementation
Tomcat – lightweight webserver
TomEE – Tomcat extended to be Java EE 6 compatible (e.g. uses OpenWebBeans for DI)
Java Servlets – Use Java Code to make html (older)
JSP Java Server Pages – Within html write java code (newer)

A requirement describes a condition or capability to which a system must conform; either derived directly from user needs, or stated in a
contract, standard, specification, or other formally imposed document. An architectural requirement is any requirement that is architecturally
significant, regardless if this significance is implicit or explicit. Non­functional architectural requirements are those requirements that may
have an impact upon the system's quality attributes, such as performance, security, or scalability. In addition to the non­functional
requirements, any high­risk, high­priority, or low­stability requirement could be considered to be architecturally significant. 

The columns in the table have the following meaning:

ID (Priority): The name/ID of the requirement and the priority assigned to it by the document's author. A lower number for the priority 
means that the priority is in fact higher (i.e., priority 1 is higher than priority 2). 
Content: The actual content of the requirement. A good requirement should be precise and succint. Also, requirements should not be 
confused with design decisions.
Group: The name of a group of category to which the requirement is assigned. The group reflects a particular design concern, system 
feature, or quality attribute.
Purpose: The purpose of the requirement reflects its intent with respect to the design concern, feature, or quality attribute covered by 
the group to which the requirement belongs. Thus, the purpose of the requirement is crosscutting with respect to the group. The 
purpose may best be reflected by a design tactic, such as, for example, load balancing or authentication. 
Use Case: The use case from which the requirement originated.
Related design decisions: This field contains a list of design decisions that are (also) driven by the requirement in question. Design 
decisions should also be driven by architectural requirements.
Related requirements: This field is used to specify requirements from this or other documents that have a relation to the requirement 
in question. This relation can be one of dependency (e.g., authorization depends on authentication) or derivation (e.g., requirement X 
"authentication" is derived from requirement Y "authorization") within a super­ or subsystem.

The system shall enable the automation of business and
engineering processes for the railway domain.

The safety of the processes shall be assured using
suitable methods and mechanisms.

The system shall ensure security in the execution of
critical activities and the access to confidential
information.

The system shall have mechanisms for automatic
compliance checking to enable online monitoring and
enforce rules and policies during process execution. The

SHAPE FFG-2014-845638 11
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Related requirements: None

AR­06: Failure
recovery (5)

Related requirements: None

Safety Failure recovery Adaptation KDD­09:
Process
Recovery

AR­07:
Seamless
Adaptation (5)

Related requirements: None

Functional Adaptation Adaptation KDD­08:
Adaptation
Process,

KDD­10:
Adaptation
Mechanisms,

KDD­12:
Resource
Allocation

Total count: 6

automated processes shall be subjected to domain­
specific compliance constraints.

The system shall have means for recovering from failure
during process execution.

The system shall support the seamless adaptation of a
running process.

AR-01: Process Automation

AR-02: Safety Assurance

AR-04: Data Protection AR-05: Compliance checking

AR-06: Failure recovery AR-07: Seamless Adaptation

Priority (square size) and number of design decisions (color level) per requirement.

-2 0 2 4 6 8
Highcharts.com

Figure 4: Coverage of requirements by design decisions with respect to the requirement priority.
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3. Architectural design decisions

3.1 Methodology and model

Diagram Explanation

Figure 4 quantifies the number of design decisions taken with respect to each requirement's priority. In decision­oriented software
architecture, each design decision is driven by one or several requirements having a stakeholder­defined priority. The diagram thus helps
readers to see which requirements are targeted by more design decisions than others. The number of design decisions targeting a particular
requirement is reflected by the color level of the squares. This metric can be evaluated in relation to the requirement's priority. The rationale
for doing this is that high priority requirements should always be targeted by at least one design decision even in the early architectural
design phase of the project.

This chapter describes the key design decisions that are meant to fulfill the architectural requirements defined in the previous chapter. For 
each key design decision, there are design patterns or best practices linked through the rightmost column in the table. The full description of 
these patterns is provided in chapter 7. 

The description of the software architecture is based on the 4+1 Views Model [4+1 Views]. Architectural views are used to describe software
architectures from the vantage point of different stakeholders in the development lifecycle, whereby each view may address different cross­
cutting design concerns.

The following architectural views will be used to describe the architecture of the system [4+1 Views]:

Scenarios: The description of an architecture is illustrated using a small set of use cases, or scenarios which become a fifth view. The
scenarios describe sequences of interactions between objects, and between processes. They are used to identify architectural
elements and to illustrate and validate the architecture design. They also serve as a starting point for tests of an architecture prototype.
This view is also known as use case view.
Development view: The development view illustrates a system from a programmer's perspective and is concerned with software
management. This view is also known as the implementation view. It uses the UML component diagram to describe system
components. UML diagrams used to represent the development view include package (or component) diagrams.
Logical view: The logical view is concerned with the functionality that the system provides to end­users. UML diagrams used to
represent the logical view include class diagrams, communication diagrams, and component diagrams.
Process view: The process view deals with the dynamic aspects of the system, explains the system processes and how they
communicate, and focuses on the runtime behavior of the system. The process view addresses concurrency, distribution, integrators,
performance, and scalability, etc. UML diagrams to represent process view include activity diagrams and sequence diagrams.
Physical view: The physical view depicts the system from a system engineer's point of view. It is concerned with the topology of
software components on the physical layer, as well as the physical connections between these components. This view is also known as
the deployment view. UML diagrams used to represent physical view include the deployment diagram.

Starting from selected use cases (i.e., Use Cases Ecosystem, Benchmarks, and Grid Planing, including sub­use cases), the architecturally
relevant requirements were derived and presented in chapter 2. These requirements serve as drivers for architectural design decisions
(ADD). Design decisions are aimed at fulfilling the architectural requirements and are classified in the document by referring to one of the
aforementioned architectural views. This approach corresponds to the decision view in software architecture [Decision View]: 

Decision view: A “decision view” provides a useful addition and a complement to more traditional sets of architectural views and
viewpoints; it gives an explanatory perspective that illuminates the reasoning process itself and not solely its results. This decision view
documents aspects of the architecture that are hard to reverse­engineer from the software itself and that are often left tacit.
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3.2 Use case view

ID Description

KDD­05: Main
Process

Related requirements:

AR­01: Process
Automation

Recommended styles /
patterns:

Adapter

3.3 Development View

ID Description

KDD­01: High Level
Architecture

Related requirements:

AR­01: Process
Automation

Recommended styles /
patterns:

None

The use­case view illustrates the use cases and scenarios that encompass architecturally significant behavior, classes, or technical risks.
The use case view is usually structured around one or several use case diagrams and shows an architecturally significant subset of the use­
case model, a subset of the use cases and actors. 

A use case diagram is a representation of a user's interaction with the system that shows the relationship between the user and the different
use cases in which the user is involved. A use case diagram can identify the different types of users of a system and the different use cases
and will often be accompanied by other types of diagrams as well.

Note: In this and the following subsection of this chapter, design decisions will be provided as tables, such as the one below. The first column
in the table represents the unique ID (or name) of the design decision. The middle column contains the actual body of the decision, including
diagrams and pseudo­code, where applicable. The last column provides links to (1) the requirements driving this design decision and (2)
recommended design patterns for implementing the decision in the software according to best practices.

Use Case: Adaptation

In this version of the specification, we focus on an adaptation use case, whereby the adaptation is triggered by a
finding obtained through process mining. Such a finding could reflect one of the following situations:

A manual task modeled as a user task in BPMN can be automated and implemented as a service task.
An existing service task does not entirely fulfill the requirements of the productive process and needs to be
adapted accordingly.
A potential safety hazard is identified in the production procedure and the productive process needs to be
adapted accordingly.
New regulations for the railway industry go into effect and the production process has to be adapted
accordingly.

In all these cases, the adaptation must be possible without disrupting the main business process. 

Target Business &Engineering Process for Use Case

•         Siemens Mobility

–     Process for „Anlagenbau“

•      CIRCE

•      AUTOCAD

•      Excel, CSV, PDFs

•      File Lists, signal tables, …

•      Email and other communication means

•      Legacy technologies (SAMBA, X25 …)

•      People

•      Standards & Constraints  Verification

–     Goal

•      Automate & optimize (some of) these tasks

–     Success criteria

•      The automated process is really used

•      The automated process makes life easier not harder

The following design decisions are captured in the development view:

High Level Architecture

The architecture of the system is decomposed in a Platform Architecture and a
Process Architecture.

The Platform Architecture is home to the following components:

(Camunda) process engine
Web server
Databases
Applications
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ID Description

KDD­02: Use
Camunda Suite

Related requirements:

AR­01: Process
Automation

Recommended styles /
patterns:

None

 

The Process Architecture concerns the functional aspects of the process:

Process inter­communication
Accessing external resources
Integration of external process engines (e.g., CIRCE)
Access to external file repositories (SAMBA)
Access to email services (e.g., automatic sending of notification emails)
Access to file versioning repositories (e.g., automatic check­in/out of files in/from SVN or
GIT)
Consistency checks on file contents (e.g. on XML or Excel files)
Coordination of human resources
Adaptation of the main process
Monitoring and mining of the main process
…

Use the Camunda Suite as a Process Automation Platform

The following diagram illustrate how different actors having different roles in the project interact with the Camunda
suite during development and deployment. 

Components:

Process Implementation and Execution

camunda engine ­ The core component responsible for executing BPMN 2.0 processes.
REST API ­ The REST API provides remote access to running processes.
Spring, CDI integration ­ Programming model integration that allows developers to write Java Applications
that interact with running processes.

Process Design

camunda modeler ­ A modeler plugin for eclipse that allows developers to design & refactor processes
inside their IDE.
camunda cycle ­ Enables BPMN 2.0 based Roundtrip between Business and IT parties involved in a
project. Allows to use any BPMN 2.0 modeling tool with camunda BPM.

Process Operations
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ID Description

KDD­11:
Document
Generation

Related requirements:

AR­01: Process
Automation

Recommended styles /
patterns:

None

camunda engine ­ JMX and advanced Runtime Container Integration for process engine monitoring.
camunda cockpit ­ Web application tool for process operations.

Human Task Management

camunda tasklist ­ Simple web application demonstrating how the process engine task API can be used.

 

Pros:

+ Addresses all aspects of process management & execution

+ High­quality documentation

+ Sound software architecture (high design pattern density)

+ Uses state of the art technology (JAX­RS, AngularJS, Spring, jQuery, etc.)

+ Many supported environments (Tomcat, JBOSS, Glassfish …)

+ Flexibility, extensibility (Community extensions)

Cons:

­ Is it really lightweight?

•      A constellation of tools  Temptation to use them all  Complexity

­ Infrastructure needs  Web servers, database servers  Administrators + Programmers

­ Real flexibility or exhaustiveness?

Bottom line:

+ Pros seem to dominate cons from a software architecture perspective

Automated Checklist Generation

During Phase265, engineers need to fill out a series of check lists. These tasks are ideal for automation using
Camunda and BPMN. Checklists are usually Word documents, which the engineers currently need to fill out
manually. Using Apache POI and BPMN user tasks, the system implements automated document generation of
these checklists.

Implementation Details

The Document Generator is implemented as a Camunda execution listener and can be triggered after each user
task. This can be specified in the BPMN editor by editing the Listeners (Add execution listeners) of each user task.

Example.docx (Template)

­ The template can be partly filled out and includes annotated regions and placeholder comments of the form:

#{"varname":"varvalue"} ­­ after the # there must be a valid JSON object or array

The use can define custom functions for modifying the document based on the placeholders defined in the
template. 

NamedReference("pvar",map)

Takes a hashmap (map) containing key­value pairs (e.g., process variables), which replace the placeholder in the
template document. The "pvar" parameter is called the scope of the search.

For example:

#{"pvar":"some_process_variable"} will be replaced by the value associated to the key
"some_process_variable" in the map paramter.
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ID Description

KDD­12:
Resource
Allocation

Related requirements:

AR­07: Seamless
Adaptation

Recommended styles /
patterns:

None

ID Description

KDD­13:
Development
Environment

Related requirements:

AR­01: Process
Automation

Recommended styles /
patterns:

None

3.4 Process view

ID Description

KDD­04: Process
Architecture

Related requirements:

AR­02: Safety
Assurance

TableExtender(table_name,num_rows)

This function adds a specified number of rows (num_rows) to a specified table (table_name). 

For example:

#{"table":"table_name"} ­­ at this location in the template the TableExtender function adds the specified
number of table rows.

 

TableReplacer(table_name) { Anonymous class implementing the replacement operation. }

For example:

#{"table":"table_name", "col": 0, "row": 1} ­­ at this location in the template the TableExtender function adds
the specified number of table rows.

 

new TableReplacer(table_name) {

public void execute (XWPFRun r, SpinJsonNode row, SpinJsonNode col)

{

r.setText("CELL" + (col.numberValue().inValue() +

row.numberValue().intValue()),0);

}

}

Resource Allocation

Allocating human and lab resources to different tasks is a known problem in process management. One way of
optimizing resource allocation can be done using Answer set programming (ASP). One Camunda service task
automates the resource planing (human resources mostly) by means of ASP programming.

Answer set programming (ASP) is a form of declarative programming oriented towards difficult (primarily NP­
hard) search problems. It is based on the stable model (answer set) semantics of logic programming. In ASP,
search problems are reduced to computing stable models, and answer set solvers — programs for generating
stable models—are used to perform search. The computational process employed in the design of many answer
set solvers is an enhancement of the DPLL algorithm and, in principle, it always terminates (unlike Prolog query
evaluation, which may lead to an infinite loop).

Development Environment

For the implementation of Phase265 part of the railway automation process, the following tools have been used: 

Camunda v7.4: Camunda is a Java­based BPMN engine which links BPMN diagrams to Java classes that handle
events and manage process variables. 

JBoss Application Server v7.2: The Camunda process is packed as a WAR (Web ARchive) file, which includes
the BPMN files (an XML representation of the process) and the Java classes managing the events and process
variables. The JBoss server is the web server used to host the process WAR files as well as the Camunda
process engine WAR files. 

Eclipse Juno: This version of Eclipse was used for the development of the Java classes for implementing event
handlers and managing process variables.

Java v1.7: This version of java is used both in Eclipse (at compile time) and by JBoss at runtime. Java 1.7 allows
for using some of the latest features of Java, such as annotations and the Java persistence API (JPA).

Apache POI v3.14: A library that supports the generation of MS Word documents from Java code. Alternatively,
the generation of HTML code could be considered if POI turns out not to fulfill the development requirements
(flexibility, versatility, rapid development, etc.).

The following design decisions are captured in the process view:

Process Architecture

The process architecture covers the following design concerns:

The way in which the Camunda processes act upon external resources (e.g., SAMBA, CIRCE,
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Recommended styles /
patterns:

None

ID Description

KDD­07: Mining
Process

Related requirements:

AR­05:
Compliance
checking

Recommended styles /
patterns:

None

AUTOCAD, ...)
Data handling, communication, synchronization, …
The number of types of processes needed to implement process monitoring, mining, and
adaptation

Proposed Solution: 

Separate application concerns from process monitoring, mining, and adaptation using three different
processes:

A use case­based process (henceforth denoted Main Productive (Business) Process)
An Adaptation Process which deals with the runtime adaption of the main process
A Monitoring and Mining Process that monitors and mines the process database informs the
adaptation processes

Process Monitoring and Mining

The mining process aimes at the following aspects of safety­critical processes:

–     Process compliance constraints      

–     Structured querying of streaming event data   

–     Ensure security in the execution of critical activities and the access to confidential information        

–     Mechanisms for automatic compliance checking to enable online monitoring and enforce rules and policies
during process execution

The monitoring and mining process runs in parallel with the productive business processes. Its main task consists
of mining the unstructured process data. The results (insights) are given either in natural langage or an RDF format:

Natural language >> Expert­driven adaptation (for safety and/or mission critical processes)
RDF format (JSON­LD) >> Automated adaptation (for non­critical processes)

An insight can be anything that can potentially lead to a new requirement to the main process. For example, they
could also show under which circumstances different key performance indicators (KPI) may exceed their
designated "safe" range. Insights are used to inform the adaptation process.

Example Insight

Mining task: Look into GIT (versioning system) logs produced by the process

Result: Reverse engineered Gantt chart. The method for creating this Gantt chart is described in more details in the
following publication: BALA, S., CABANILLAS, C., MENDLING, J., ROGGE­SOLTI, A., POLLERES, A. (2015).
Mining Project­Oriented Business Processes. Lecture Notes in Computer Science 9253, 425­440.

Insight: Process can be optimized (see D3.2 for details)

Derived requirement: Adapt the processes accordingly.
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ID Description

KDD­08:
Adaptation
Process

Related requirements:

AR­02: Safety
Assurance
AR­07: Seamless
Adaptation

Recommended styles /
patterns:

Publish­Subscribe
Channel

ID Description

KDD­09:
Process
Recovery

Related requirements:

AR­02: Safety
Assurance
AR­06: Failure
recovery

Recommended styles /
patterns:

None

The Adaptation Process

The adaptation process uses insights to optimize and adapt the main process. Adaptation is realized without
interrupting the main process. While doing so, it must also ensure recovery in case of failures caused by
adaptations.

Process description:

(1) A new insight becomes available in the repository. An insight is a piece of information (possibly
containing process semantics) produced by the mining process.
(2) Categorize the new insight as follows:

Severe – A critical adaptation is required because, e.g., the current version of the
process poses a safety hazard. Execute all process steps from (3) onward
Important – An adaptation would greatly improve the current version of the main
process. Execute steps from (7) onward.
Nice to have – An improvement of the main process can be achieved but is not
absolutely necessary >> Document the insight and leave for a future major version
of the process.

(3) Formulate a new software requirement to the main process based on the information provided by the new
insight. This requirement is the result of an analysis by the process architect and other experts. The goal is
to implement an adaptation for eliminating a risk or hazard in the current process without generating new
risks and hazards.
(4) Make an architectural design decision to enable the implementation of the adaptation in a new version of
the concerned sub­process.
(5) Implement and test the adaptation using a clone of the current version of the main process and its
current state. The output of the cloned and adapted process is compared against the output of the original
process to make sure that only what needs to be fixed by the adaptation has indeed changed in the output
(this is also referred to as regression testing).
(6) Apply the adaptation to the running main process by upgrading one of its sub­process to a new version.
This mechanism is supported by the Camunda process engine. 
(7) Define a revision plan for the next major version of the process. This next major will contain the new
version of the adapted sub­process. In addition to the quick patch applied in steps (3) – (6), the adaptation is
now well documented and presented as a part of the main process.
(8) Test and apply the revision and release a new major version of the process.

If the regression tests cannot find all latent software faults in the patched process, there is the option to spawn the
adapted sub­process and let two version of if run in parallel. By checking the results of the two versions of the
process using, for example, acceptance tests, we may still be able to detect data inconsistencies in the output and
other errors introduced by the adaptation. In high assurance systems (e.g. airplanes), this concept is also known
as forward recovery (See: Sha, L. (2001). Using simplicity to control complexity. IEEE Software, (4), 20­28.
Download: http://www.citemaster.net/get/ed3895f4­0e2e­11e4­bbf9­00163e009cc7/s4020.pdf).

Steps (3) and (4) can be supported by a web­based tool called saFiddle, which we developed in our research group.
The tool allows the fast and collaborative definition and documentation of software requirements and design
decisions.

Forward Recovery of Processes in case of Failures

The root of software faults is complexity. However, cost reduction and optimization can only be achieved through
process adaptation, which may lead to more complex processes. Because ad hoc software/process updates may
introduce latent software faults, the system must have means to recover from possible failures caused by the
activation of latent faults. While obvious errors are corrected early during development and testing phases of the
project, subtler errors remain in the code and are more difficult to detect. In general, the more complex the
process, the harder it is to make it reliable and safe. Also, there is always a finite amount of ressources to be
spent on testing.

Safety/mission­critical processes must have means for recovery at runtime (i.e., to switch to a reliable process).
To accomplish this, the adaptation process implements a forward recovery mechanism: Sha, L. (2001). Using
simplicity to control complexity. IEEE Software, (4), 20­28.
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ID Description

KDD­10:
Adaptation
Mechanisms

Related requirements:

AR­07: Seamless
Adaptation

Recommended styles /
patterns:

None

The following diagram depicts the forward recovery process:

Process dynamics:

Detect faulty behavior using an acceptance test or safe output region check
Keep/derive an analytic relationship between the outputs of the core and adapted versions of the
subprocesses, e.g.

DIFF: the modified process should only produce an output that is measurable and differentiable with
respect to the old version of the process 

Camunda @runtime subprocess deployment mechanism

 

Forward Recovery

The forward recovery method works as follows:

Prerequisite: The forward recovery method uses a simple and reliable core process that provides the essential
service. This process is decomposed in smaller subprocesses, (idealy) such that each process deals with only one
aspect of the workflow. This represents a decomposition of the process into adaptable subprocesses.

Tactic: Only one subprocess gets to be adapted at a time. The old version of the process denoted version_1 (core)
is thereby replaced by an adapted version_2 of the subprocess being adapted. The core version_1 of the
subprocess is kept in stand­by in case the adapted version fails. 

Detection mechanism: An acceptance test checks the output of the adapted subprocess after every run using an
acceptance test. The acceptance test should be able to detect any abnormalities w.r.t. the expected results of the
adaptation.

Recovery: If such an abnormality is detected the acceptance test must fail and the system will automatically
switch back to the core version_1 of the subprocess. The state of the process is recovered up to the point of the
task that failed. The user is asked to redo that task (and any other tasks depending on it) as required in the
version_1 of the subprocess.

The following diagram shows an example of a subprocess, which has been adapted. The adaptation consists of the
automation of a task.

How to Implement Adaptation in Camunda?

Lever 1: http://docs.camunda.org/latest/guides/user­guide/#process­engine­process­engine­concepts­suspending­
process­instances

Modify process variables while process is suspended

Lever 2: http://docs.camunda.org/latest/guides/user­guide/#process­engine­process­instance­modification­process­
instance­modification­by­example

AOP (Aspect­oriented programming)
COP (Context oriented programming)
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3.5 Physical view

ID Description

KDD­03:
Platform
Architecture

Related requirements:

AR­01: Process
Automation

Recommended styles /
patterns:

None

4. Quality attribute analysis

Lever 3: http://docs.camunda.org/latest/guides/user­guide/#process­engine­process­instance­modification­starting­
activities­with­interruptingcancelling­semantics

Interrupting or cancelling semantics  A new model of processing/computation for adaptation?

 

Preferred solution:

Lever 4: Replace subprocesses at runtime

The process is divided into several sub processes, as shown in the figure above. Each subprocess is implemented
as a BPMN call task and is deployed using a separate WAR file on the web server. 

Whenever a subprocess is modified, the existing subprocess WAR file is replaced on the web server by the new
version. Thus, the process can be dynamically adapted without affecting running processes.

A prerequisite is to persist all process variables in a disk based (not memory based) database.

A typical adaptation scenario would be replacing a user task by a service task (e.g., filling out a checklist is
replaced by a document generator service task). 

 

The following design decisions are captured in the physical view:

Platform Architecture

Camunda provides 4 deployment schemes (see: http://docs.camunda.org/latest/guides/user­guide/#introduction­
architecture­overview­camunda­bpm­platform­architecture). From these schemes, the shared process engine for
all workflows and users will be used in SHAPE.

Rationale:

Allows inter­process communication
Can also be REST­based for more interoperability
Consumes less hardware and human resources

 

This section provides a systematic analysis of the impact of the key design decisions from chapter 3 upon the architectural qualities of the
system. Quality attributes are the overall factors that affect run­time behavior, system design, and user experience. They represent areas of
concern that have the potential for application wide impact across layers and tiers [SEI]. According to the Carnegie Mellon Software
Engineering Institute, "quality attribute requirements such as those for performance, security, modifiability, reliability, and usability have a
significant influence on the software architecture of a system. Architects need to understand their designs in terms of quality attributes." [SEI]

The analysis presented in this chapter is qualitative, which means that each impact point resulted from careful considerations by the
document author with respect to the architectural qualities which may be affected by a particular design decision. The radar chart from
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section 4.1 depicts the number of design decisions (blue line), which impact a particular architectural quality. The number of impact points is
reflected by the black line. Ideally the two lines should overlap or the black line should be closed to the outer bounds of the chart for every
architectural quality.

Methodology

The relevance of a design decision with respect to a particular quality attribute results from its actual content and the context of its
application. For example, decision AD­007: WSO2 Caching, which states that caching should be used to serve static or rarely changing
content and also provides details about how to implement this cache, has a clear impact on performance. The impact on performance can be
considered positive in this case without the need to consider performance tests because we know from experience that, in general, caching
has some significant benefits for performance. However, the impact of this decision on other qualities has to be carefully assessed. For
example, in general, the decision to implement caching introduced more complexity into the system. However, since in this case caching is
provided off­the shelf, the complexity of this feature doesn't need to be addressed by the authors of the system being developed. Hence,
while complexity is relevant for this decision, the impact is zero because the system will use an off­the­shelf caching component, provided
that the caching component used is provably reliable. 

The impact of different design decisions upon different quality attributes also depends on the use of appropriate design patterns and tactics
(also referred to as attribute primitives in [SEI]). Therefore, the assessment of the impact of design decisions on quality attributes is facilitated
by considering which design patterns have been recommended for use by a particular design decisions. Design patterns, which have been
studied in software engineering literature, have the advantage that their impact upon different architectural qualities is already quite well­
known as opposed to the impact of a design decision that is often taken in the context of a particular project only. Hence, while the use of
design patterns does not necessarily improve all quality attributes of a system, it facilitates a more objective quality attribute analysis. This
analysis can eventually lead to insights about design gaps and flaws in the system, which might need to be addressed using other design
patterns and technical solutions than those initially considered. According to [SEI], the extent to which the application possesses a desired
combination of quality attributes such as usability, performance, reliability, and security indicates the success of the design and the overall
quality of the software application. 
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Quality Attribute (Score) Definition Positively
impacted by

Negatively
impacted by

Flexibility (5) Flexibility

Flexibility reflects the ease with which a system or component can be modified for
use in applications or environments other than those for which it was specifically
designed.

Source:

IEEE Standard Glossary of Software Engineering Terminology

KDD­01: High
Level
Architecture,

KDD­02: Use
Camunda Suite,

KDD­03:
Platform
Architecture,

KDD­04:
Process
Architecture,

KDD­11:
Document
Generation

­­

Extensibility (5) Extensibility

Extensibility is a software design principle defined as a system’s ability to have new
functionality extended, in which the system’s internal structure and data flow are
minimally or not affected, particularly that recompiling or changing the original source
code is unnecessary when changing a system’s behavior, either by the creator or
other programmers.

Source:

KDD­01: High
Level
Architecture,

KDD­02: Use
Camunda Suite,

KDD­03:
Platform
Architecture,

KDD­08:
Adaptation

­­

Coverage of Architectural Qualities by Design Decisions

Number of Design Decisions Impact points
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https://en.wikipedia.org/wiki/Extensibility Process,

KDD­10:
Adaptation
Mechanisms

Interoperability (4) Interoperability

Interoperability is the ability of a system or different systems to operate successfully
by communicating and exchanging information with other external systems written
and run by external parties. An interoperable system makes it easier to exchange
and reuse information internally as well as externally.

Source:

https://msdn.microsoft.com/en­us/library/ee658094.aspx

KDD­01: High
Level
Architecture,

KDD­02: Use
Camunda Suite,

KDD­03:
Platform
Architecture,

KDD­05: Main
Process

­­

Reusability (1) Reusability

Reusability defines the capability for components and subsystems to be suitable for
use in other applications and in other scenarios. Reusability minimizes the
duplication of components and also the implementation time.

Source:

https://msdn.microsoft.com/en­us/library/ee658094.aspx

 

Reusability is the extent to which code can be used in different applications with
minimal change. As code is reused in a new application, that new application
partially inherits the attributes of that code. If the code is maintainable, the
application is more maintainable. If it is portable, then the application is more
portable. 

Source:

http://www.adaic.org/resources/add_content/docs/95style/html/sec_8/

KDD­01: High
Level
Architecture

­­

Complexity (2) Complexity

Architectural complexity reflects the use of code, components, architectural styles,
best practices, design patterns, etc. beyond the minimum needed to fulfill the
functional requirements to the system. Architectural complexity can be measured in
terms of code size, number of components and classes, and entaglement (i.e., lack
of separation of concerns).

Architectural complexity is not necessarily induced by programming complexity, as
defined in software engineering literature (e.g., cyclomatic complexity). Rather, it is a
measure of how much effort and money has to be spent at present and in the future
for keeping the system running and fulfilling its function.

KDD­02: Use
Camunda Suite,

KDD­04:
Process
Architecture,

KDD­09:
Process
Recovery

KDD­08:
Adaptation
Process

Safety (5) Safety is concerned that especially life­critical systems behave as required (doing no
or minimal harm to other systems/devices) even when components fail.
[Organizational Requirements Engineering 2006] Safety requirements are the shall
not requirements which exclude unsafe situations from the possible solution space
of the system. [Emila Mendes Nile Mosley. 2006]The capabiltity of the software
product to achieve acceptable levels of risk of harm to people business software
property or the environment in a specified context of use. [Donald G. Firesmith et al.
2008]The subtype of defensibility that is the degree to which the system or
architectural component prevents or reduces the probability or severity of detects
and properly reacts to Unauthorized unitentional harm to valuable assets Mishaps
Hazards Safety risks

KDD­04:
Process
Architecture,

KDD­05: Main
Process,

KDD­08:
Adaptation
Process,

KDD­09:
Process
Recovery,

KDD­10:
Adaptation
Mechanisms

­­

Maintainability (2) Maintainability

Maintainability is the ability of the system to undergo changes with a degree of ease.
These changes could impact components, services, features, and interfaces when
adding or changing the functionality, fixing errors, and meeting new business
requirements.

Source:

https://msdn.microsoft.com/en­us/library/ee658094.aspx

KDD­04:
Process
Architecture,

KDD­13:
Development
Environment

­­

Composability (0) Composability

Composability is a system design principle that deals with the inter­relationships of
components. A highly composable system provides recombinant components that
can be selected and assembled in various combinations to satisfy specific user
requirements.

Source:

https://en.wikipedia.org/wiki/Composability

­­ ­­
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Auditability (0) Auditability

Auditability is the degree to which transactions can be traced and audited through a
system. Auditability means that:

It is possible to establish whether a system is functioning properly and,
thereafter, that it has worked properly.
The capability of supporting a systematic, independent and documented
process for obtaining audit evidence and evaluating it objectively to determine
the extent to which audit criteria are fulfilled.

Source:

http://itlaw.wikia.com/wiki/Auditability

­­ ­­

Adaptability (2) “Adaptability is defined as the ease with which a system or parts of the system may
be adapted to the changing requirements.”

Reference: Adaptability in Object­Oriented Software Development Workshop Report,
10th European Conference on Object­Oriented Programming, July 8­12, 1996, Linz,
Austria.

KDD­10:
Adaptation
Mechanisms,

KDD­12:
Resource
Allocation

­­

Integrity (1) Data should be delivered as intended. It can have redundant information encoded in
it such as checksums or hash results which can be encrypted either along with or
independently from the original data. [Safecode ­ Security Integrity and Authenticity
2009] Integrity The processes for sourcing creating and delivering software contain
controls to enhance confidence that the software functions as the supplier intended.
[Alan Gillies 2011]The integrity of a system is a measure of its ability to remain
intact whilst under threat.

KDD­07: Mining
Process

­­

Reliability (2) [Blanchard 1992] Reliability is the ability of a system or component to perform its
required functions under stated conditions for a specified period of time. [Wikipedia
Reliability 2014] In general reliability is the ability of a person or system to perform
and maintain its functions in routine circumstances as well as hostile or unexpected
circumstances. [Organizational Requirements Engineering ­ Reliability 2006]
Reliabitlity is the ability of the system to perform its required functions under stated
conditions for a specific period of time. [MSDN Quality Attributes 2015]Reliability is
the ability of a system to remain operational over time. Reliability is measured as the
probability that a system will not fail to perform its intended functions over a
specified time interval. [Alan Gillies 2011]Reliability is concerned with the ability of
the software to maintain its level of performance under stated conditons for a stated
period of time.

KDD­08:
Adaptation
Process,

KDD­09:
Process
Recovery

­­

Replaceability (0) Replaceability

The capability of the software product to be used in place of another specified
software product for the same purpose in the same environment (ISO 9126: 2001,
6.6.4).

Source:

http://www.isi.edu/natural­language/mteval/html/224.html

­­ ­­

5. Architectural styles and patterns

Name Description Used in

Adapter KDD­05: Main
Process

This section provides a collection of architectural styles, guidelines, and design patterns that can be used to implement the architectural 
design decisions. They are linked to the design decision from chapter 3 in order to provide possible solutions to the aims of the design 
decisions. The first column of the table contains a link to the original web site (if applicable), where the content originates.

Adapter Pattern

 

Design

The Adapter pattern's important contribution is that it promotes programming to interfaces. The Client works to a
domain­specific standard, which is specified in the ITarget interface. An Adaptee class provides the required
functionality, but with a different interface. The Adapter implements the ITarget interface and routes calls from the
Client through to the Adaptee, making whatever changes to parameters and return types are necessary to meet the
requirements. A Target class that implements the ITarget interface directly could exist, but this is not a necessary
part of the pattern. In any case, the Client is aware only of theITarget interface, and it relies on that for its correct
operation.

The adapter shown in the Figure below, "Adapter pattern UML diagram" is a class adapter because it implements an
interface and inherits a class. The alternative to inheriting a class is to aggregate the Adaptee. This creates an
object adapter. The design differences are primarily that overriding Adaptee behavior can be done more easily with a
class adapter, whereas adding behavior to Adaptees can be done more easily with an object adapter. As we go
along, I will point out different instances.
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Publish­Subscribe
Channel

Source:

http://www.enterpriseintegrationpatterns.com/patterns/messaging/PublishSubscribeChannel.html#1428741072

KDD­08: Adaptation
Process

Adapter pattern UML diagram

The purpose of the ITarget interface is to enable objects of adaptee types to be interchangeable with any other
objects that might implement the same interface. However, the adaptees might not conform to the operation names
and signatures of ITarget, so an interface alone is not a sufficiently powerful mechanism. That is why we need the
Adapter pattern. An Adaptee offers similar functionality to Request, but under a different name and with possibly
different parameters. The Adaptee is completely independent of the other classes and is oblivious to any naming
conventions or signatures that they have. Now, let's consider the roles in the pattern:

ITarget

The interface that the Client wants to use

Adaptee

An implementation that needs adapting

Adapter

The class that implements the ITarget interface in terms of the Adaptee

Request

An operation that the Client wants

SpecificRequest

The implementation of Request's functionality in the Adaptee

How can the sender broadcast an event to all interested receivers?

Send the event on a Publish­Subscribe Channel, which delivers a copy of a particular event to each receiver.

A Publish­Subscribe Channel works like this: It has one input channel that splits into multiple output channels, one
for each subscriber. When an event is published into the channel, the Publish­Subscribe Channel delivers a copy of
the message to each of the output channels. Each output channel has only one subscriber, which is only allowed to
consume a message once. In this way, each subscriber only gets the message once and consumed copies
disappear from their channels.
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6 Appendix B: BPMS Tool Evaluations

The following evaluation table is taken from the Master’s Thesis of Alexander
Wurl [3], chapter "Appendix A - The Evaluation of BPMS".
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